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1

Introduction

Note

ProCurve Network Access Controller
800

The ProCurve Network Access Controller 800 (ProCurve NAC 800) provides
a complete solution for managing network access at the network edge. When
used with the ProCurve Manager (PCM) and ProCurve Identity Driven
Manager (IDM) products, you get a single, centralized network management
tool, that lets you secure your network from unauthorized access.
The ProCurve Network Access Controller is comprised of:

¢ A Linux-based server, with FreeRADIUS software

e  ProCurve Identity Driven Manager (IDM) Agent

¢  ProCurve Network Access Control Endpoint Integrity software

Two additional items are required to enable endpoint integrity functionality:

¢ A ProCurve NAC Endpoint Integrity Agent License

e A ProCurve NAC Implementation Start-up Service, from an autho-
rized ProCurve partner or ProCurve.

This configuration allows you to deploy the appliance in any of the following
methods, to meet your network security needs:

e As a complete access control solution, including a RADIUS server,
with Endpoint Integrity (EI) enforcement, and IDM agent for use with
the PCM and IDM applications

¢ AsaRADIUS server and Endpoint Integrity solution, independent of
PCM and IDM applications.

e As a RADIUS server with the IDM Agent, to provide user authentica-
tion and user-based access control to network resources

¢ Asastandalone RADIUS server, using the LINUX-based freeRADIUS
software pre-installed on the appliance.

1-1
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ProCurve Network Access Controller 800

The ProCurve NAC 800 appliance is fully integrated into the ProCurve Manage-
ment software. Once installed on a network with PCM, the appliance will be
discovered by PCM and you can access the ProCurve NAC management and
configuration application via the PCM and IDM windows.

The ProCurve NAC 800 Endpoint Integrity Solution

Due to the complexity of the configuration options available with the full
ProCurve NAC 800 Endpoint Integrity (EI) solution, ProCurve requires an
implementation service to ensure successful deployment. Please contact your
Authorized ProCurve reseller, or HP ProCurve Support for information on
ordering the ProCurve NAC 800 Endpoint Integrity Implementation service.
The following section provides a brief overview of the options available for
deployment of the endpoint integrity solution.

When utilizing the Endpoint Integrity features of the ProCurve NAC 800, you
can deploy a single ProCurve NAC 800 appliance with endpoint integrity
management and enforcement capabilities. You can also install multiple
ProCurve NAC 800 appliances as Enforcement servers (ESs) across anetwork
and manage them from one central ProCurve NAC 800 appliance configured
as a Management server (MS). Deploying the appliance in such “clusters”
provides improved performance and redundancy of the RADIUS servers.

The ProCurve NAC Management Server (MS) specifies the enforcement
method (802.1X, inline, or DHCP), how often the end-user clients are retested,
the tests run on the end-user clients, and how to control the end-user clients’
access. The ProCurve NAC Enforcement Servers detect and test end-user
clients on the network for compliance.
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You can deploy each ProCurve NAC endpoint integrity cluster in one of the
following configurations.

802.1X

When deploying ProCurve NAC in an 802.1X environment, you must install it
where it can communicate with the Remote Authentication Dial-In User
Service (RADIUS) server (or, use the built-in RADIUS server on the ProCurve
NAC 800). The RADIUS server communicates with the 802.1X authenticator,
which performs the quarantining by moving ports or MAC addresses in and
out of virtual local area networks (VLANS).

Inline

When deploying ProCurve NAC inline, it monitors and enforces all client
traffic. When ProCurve NAC is deployed as a single-server installation, it
works as a Layer 2 bridge that requires no changes to the network configura-
tion settings. When ProCurve NAC is installed in a multiple-server installation,
you need to configure the switch that connects the ProCurve NAC Enforce-
ment servers to use Spanning Tree Protocol (STP) if STP is not already
configured.

ProCurve NAC allows clients to access the network, or blocks clients from
accessing the network based on their Internet Protocol (IP) address with a
built-in firewall (iptables).

DHCP

When deploying a ProCurve NAC appliance inline with a Dynamic Host
Configuration Protocol (DHCP) server, all DHCP requests pass through the
ProCurve NAC appliance’s Layer 2 bridge. For a quarantined client, the
ProCurve NAC appliance distributes a quarantined IP address for the client.
ProCurve NAC assigns a DHCP IP address based on the quarantine area
parameters you define during configuration.

If the ProCurve NAC appliance allows the client to have access, it allows your
real DHCP server to distribute a non-quarantined IP address. You can place
restrictions on network access either at the gateway for the client using
Access Control Lists (ACLSs), or on the client by removing the client’s gateway
and adding static routes for accessible networks.

1-3
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Quick Install

The ProCurve Network Access Controller 800 appliance is easy to install. It
comes with an accessory kit that includes the brackets for mounting the box
in a standard 19-inch telco rack or in an equipment cabinet, and with rubber
feet that can be attached so the appliance can be securely located on a
horizontal surface. The brackets are designed to allow it to be mounted in a
variety of locations and orientations. This chapter shows how to install the
appliance (also referred to here as ‘the unit’).

Quick Install Summary

Follow these steps to install the ProCurve NAC 800. The rest of this chapter
provides details on these steps.

1.

Prepare the installation site (page 2-5). Ensure the physical envi-
ronment is properly prepared, including having the correct network
cabling ready to connect to the unit and having an appropriate location
for the unit. Please see page 2-3 for some installation precautions.

Mount the appliance (page 2-6). The ProCurve NAC 800 appliance
can be mounted in a 19-inch telco rack, in an equipment cabinet, or on a
horizontal surface.

Connect power to the appliance (page 2-8). Once the unit is
mounted, plug it into the nearby main power source.

Connect the network cables (page 2-9). Using the appropriate
network cables, connect the unit to the network.

Connect a console to the appliance (optional—page 2-9). You may
wish to modify the ProCurve NAC 800 configuration, for example, to
configure an IP address so it can be managed using a Web browser, from
an SNMP network management station, or through a Telnet session.
Configuration changes can easily be made by using the included console
cable to connect a PC to the unit’s console port.

Perform the initial appliance configuration (page 2-11). Use the
front panel LCD to set the appliance’s IP address and server type.

2-1
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Japan Power
Cord Warning

At this point, the unit is fully installed. See the rest of this chapter if you need
more detailed information on any of these installation steps.

Included Parts

The ProCurve NAC 800 appliance (J9065A) has the following components
shipped with it:
m  Console cable, DB-9 to RJ45 (5188-6699)
m  Accessory kit for ProCurve NAC 800 (56069-56705), which includes:
— two mounting brackets
— eight 8mm Machine Screws screws to attach the mounting brackets to
the unit
— four 5/8-inch number 12-24 screws to attach the unit to a rack
— four rubber feet for horizontal mounting on flat surface
m  ProCurve Network Access Controller 800 Hardware Installation Guide,
this manual (5991-6213).
Customer Support/Warranty booklet (5990-8862)

Power cord, one of the following:

Australia/New Zealand 8121-0838
China 8121-0910
Continental Europe 8120-8861
Denmark 8120-8930
India 8121-0780
Israel 8121-1035
Japan 8120-4753
Switzerland 8121-0908
South Africa 8120-8929
Taiwan 8121-0974
Thailand 8121-0673
United Kingdom/Hong Kong/ 8121-0909
United States/Canada/Mexico 8121-0921

®RIZX, RS - ERa —F 2 BEVWTI WD,
RIS W= EFR= —R X, oS AR E HA .

For additional configuration information and user instructions, PDF versions
of the documentation for the ProCurve Network Access Controller 800 appli-
ance, including the Users’ Guide, and this Installation Guide are available on
the Web at:

http://www.hp.com/rnd/support/manuals
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Installation Precautions:
Follow these precautions when installing the ProCurve NAC 800 appliance.

m  The rack or cabinet should be adequately secured to prevent it from
becoming unstable and/or falling over.

Units installed in a rack or cabinet should be mounted as low as possible,
with the heaviest devices at the bottom and progressively lighter devices
installed above.

m For safe operation, only install the unit horizontally, with the bottom side
down.

m  Ensure the power source circuits are properly grounded, then use the
power cord supplied with the unit to connect it to the power source.

m Ifyour installation requires a different power cord than the one supplied
with the unit, be sure to use apower cord displaying the mark of the safety
agency that defines the regulations for power cords in your country. The
mark is your assurance that the power cord can be used safely with the
unit.

m  When installing the unit, the AC outlet should be near the unit and should
be easily accessible in case the unit must be powered off.

m  Ensure the unit does not overload the power circuits, wiring, and over-
current protection. To determine the possibility of overloading the supply
circuits, add together the ampere ratings of all devices installed on the
same circuit as the ProCurve NAC unit and compare the total with the
rating limit for the circuit. The maximum ampere ratings are usually
printed on the devices near the AC power connectors.

m Do not install the unit in an environment where the operating ambient
temperature might exceed 40°C (104°F).

m  Ensure the air flow around the sides and back of the unit is not restricted.

2-3
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Hardware Specifications

System specifications for ProCurve Network Access Controller 800 (J9065A).

Physical

Width: 443 cm (17.42in)
Depth: 39cm (15.4in)
Height: 4.2 cm(1.64in)
Weight: 6.1 kg (13.45 Ibs)
Electrical

The appliance automatically adjusts to any voltage between 100-127 and 200-
240 volts and either 50 or 60 Hz.

AC voltage: 100-127/200-240 volts
Maximum current: 2A/1A
Frequency range: 50/60 Hz
Environmental
Operating Non-Operating
Temperature: 5°C to 40°C (41°F to 122°F) -40°C to 65°C (-40°F to 149°F)

Relative humidity:  15% to 80% at 40°C (104°F)  20% to 90% at 65°C (149°F)
(non-condensing)

Maximum altitude: 2 km (6,500 ft) 4.6 km (15,000 ft)

Acoustic

Geraeuschemission LwA=52 dB am fiktiven Arbeitsplatz nach DIN 45635 T.19
Noise Emission LwA=52 dB at virtual work space according to DIN 45635 T.19

Connectors

The 10/100/1000 Mbps RJ-45 twisted-pair ports are compatible with the
following standards:

m [EEE 802.3ab 1000Base-T

m [EEE 802.3u 100Base-TX

m IEEE 802.3 10Base-T

Safety

Complies with:

m  EN60950-1 /IEC 60950-1
m  CSA 22.2 No. 60950-1

m UL 60950-1
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Installing the Appliance

1. Prepare the Installation Site

m Cabling Infrastructure - Ensure the cabling infrastructure meets the

necessary network specifications. See the following table for cable types

and lengths, and see appendix B, “Cables and Connectors” for more

information:
Table 1. Summary of Cable Types to Use With the ProCurve NAC
800
Port Type Cable Type Length Limits
Twisted-Pair Cables
10/100/1000Base-  For either 10, 100 Mbps, or 1000 Mbps 100 meters
T operation:

Category 5 or better, 100-ohm unshielded
twisted-pair (UTP) or shielded twisted-pair
(STP) balanced cable. For 1000 Mbps
(gigabit) operation, Category 5E cabling or

Note: The ProCurve NAC 800 appliance is
compatible with the IEEE 802.3ab
standard including the “Auto MDI/MDI-X”
feature, which allows use of either

better is recommended. straight-through or crossover twisted-pair
cables for connecting to any network
devices including end nodes, such as
computers, or to other switches, hubs, and

routers.

Note: For 1000 Mbps operation, all four
wire pairs are used for data transmission.

m Installation Location - Before installing the unit, plan its location and
orientation relative to other devices and equipment. Please refer to
Chapter 1, “Introduction” for details on the deployment method and
configuration options:

¢ In the front of the unit, leave at least 7.6 cm (3 inches) of space for
the twisted-pair cabling.

¢ Intheback of the unit, leave at least 3.8 cm (1 1/2 inches) of space for
the power cord.

¢ On the sides of the unit, leave at least 7.6 cm (3 inches) for cooling,
except if the unit is installed in an open EIA/TIA rack.

2-5
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Warning

Equipment
Cabinet
Note

2. Mount the Unit

After determining the configuration and preparing the site, you are ready to
mount the ProCurve NAC 800 appliance in a stable location. The ProCurve
NAC 800 unit can be mounted in a rack or cabinet

For safe operation, please read the mounting precautions on
page 2-3, before mounting a switch.

Rack Mounting the ProCurve NAC 800

The ProCurve NAC 800 appliance is. designed to be mounted in any EIA-
standard 19-inch telco rack or communication equipment cabinet.

The 12-24 screws supplied with the unit are the correct threading for standard
EIA/TIA open 19-inch racks. If you are installing the unit in an equipment
cabinet such as a server cabinet, use the clips and screws that came with the
cabinet in place of the 12-24 screws that are supplied with the unit.

Complete step 1, and plan which four holes you will be using in the cabinet
and install all four clips. Then proceed to step 2.

1. Use a #1 Phillips (cross-head) screwdriver and attach the mounting
brackets to the ProCurve NAC unit with the included 8-mm M4 screws.

Figure 3. ProCurve NAC 800 with mounting brackets
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Note

The mounting brackets have multiple mounting holes and can be rotated,
allowing for a variety of mounting options.

2. Hold the unit with attached brackets up to the rack and move it vertically
until rack holes line up with the bracket holes, then insert and tighten
the four number 12-24 screws holding the brackets to the rack.

Figure 4. ProCurve NAC 800 rack mount example

2-7
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Caution

Horizontal Surface Mounting

Place the ProCurve NAC 800 on a table or other horizontal surface. The unit

comes with rubber feet in the accessory kit that can be used to help keep it
from sliding on the surface.

Attach the rubber feet to the four corners on the bottom of the box within the
embossed angled lines. Use a sturdy surface in an uncluttered area. You may
want to secure the networking cables and switch power cord to the table leg
or other part of the surface structure to help prevent tripping over the cords.

Make sure the air flow is not restricted around the sides and back of the unit.

3. Connect the Unit to a Power Source

1. Plug the included power cord into the ProCurve NAC 800’s power
connector and into a nearby AC power source.

Connectpower cord
to power connector

Figure 5. ProCurve NAC 800, rear view with power plug
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4. Connect the Network Cables

Connect the network cables, described under “Cabling Infrastructure”
(page 5), from the network devices or your patch panels to the fixed RJ-45
ports on the front of the ProCurve NAC 800.

For deployment as a standalone RADIUS sever, or for the RADIUS server with
IDM agent, insert the network cable in the LAN port (LAN Port 1) on the front
of the box.

10/100/1000Base-T Ports
(Ports are IEEE Auto MDI/MDI-X)

Link/ Link/
speed—[E]- 50t Specd—JER-ncy Port Connections

Mode Portl Port 2
802.1x LAN  DAC (mirror)
Inline LAN  VPN/WAN/Other
DHCP LAN  DHCP Server

Figure 6. ProCurve NAC 800 Front Panel Port Connections

For deployment of the endpoint integrity features, connections will vary based
on the deployment method you use. The network connection options are
referenced on the front panel of the appliance, as shown in the figure above.

5. (Optional) Connect a Console to the Appliance

The ProCurve NAC 800 has an easy to use console interface for performing
appliance management tasks including the following:

m  Modify the appliance’s configuration to improve network security

m  Read the event log and access diagnostic tools to help in troubleshooting

m  Download new software to the appliance.

m  Add passwords to control access to the ProCurve NAC 800 from the
console, Web interface, and network management stations

The console can be accessed by connecting the serial cable provided to a PC
or VI-100 terminal, to be used as a console.

2-9
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ProCurve
Network Access
Controller 800
J9065A

Power |IEEN|
Fault ||
Locator

ProCurve NAC 800
Combination Server
IP: 192.168.0.2
Press v for menu.

Console

Connect RJ-45 cable to Console port.

Terminal Configuration

To connect a console to the unit, configure the PC terminal emulator as a DEC
VT-100 (ANSI) terminal or use a VI-100 terminal, and configure either one to

operate with these settings:
¢ Use a baud rate of 9600

e §data bits, 1 stop bit, no parity, and no flow control

¢  For the Windows Terminal program, also disable (uncheck) the “Use
Function, Arrow, and Ctrl Keys for Windows” option

e Forthe Hilgraeve HyperTerminal program, select the “Terminal keys”
option for the “Function, arrow, and ctrl keys act as” parameter.
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6. Initial Appliance Configuration

When you first power up the ProCurve NAC 800 appliance, you can use the
LCD menu and buttons on the front panel to set the IP address for the unit.
These same functions are available via the Console menu.

1.

To access the Console Menu, connect a console and login to the ProCurve
NAC using the default administrator account:

Login = admin
Password = procurve

The Application Main Menu will display.
Select the Config menu, then the IP Address-Port 1 option.

Enter the following information:

e [P address you want to assign to the ProCurve NAC.
e Subnet Mask

e Default Gateway

When you have completed the configuration, you can exit the console
menu.

You can also use the console menu to access basic diagnostics (Ping Test), to
change the appliance (administrator) password, and to reset the unit.

The remaining configuration tasks for deploying the RADIUS server and
connecting the IDM Agent with the PCM/IDM server, are described in the
ProCurve NAC 800 Configuration Guide, available on the Web at
WWW.procurve.com.

2-11
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Configuring via the Front LCD Display

ProCurve

Network Access

Controller 800 u

J9065A
ProCurve NAC 800 n u
Combination Server
IP: 192.168.0.2 ° n
Press v for menu.

Figure 7. Front Panel LCD and Buttons

To select the menu, push the center button (¥).

m To scroll up or down through a menu list, push the top (A) or bottom (V)
buttons, respectively.

m  An arrow (->) indicates the selected item in a menu or options list.
To set the server IP Address:

1. At the Configuration menu, press the down button V¥ to select the IP
Address option, then press the select v' button.

-Server Type
->IP Address-Port 1
-Ports Speed/Duplex

-

$ scroll v select

The IP Address menu displays, with the default IP address.

IP Address:
192.168.000.002

{» select < change
v accept x cancel

The underscore indicates the currently selected number within the IP
address entry.

To change a number in the IP address entry:

a. Pressthe up (A) or down (V) buttons, respectively, to increase or
decrease the number.

2-12
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b. To move to the next number in the entry, press the P button to move
right, or the « button to move left. Press once for each number space
you want to move. The underscore ( _) indicates the selected number.

c.  When the IP address is set correctly, press the v button to apply the
new IP address, and continue to the Subnet Mask configuration.

Subnet Mask:
255.255.255.000

{» select < change
v accept x cancel

To change the Subnet Mask entry, use the same procedure described in
steps a. and b. above.

When the Subnet Mask is set correctly, press the v’ button to apply the
new entry, and continue to the Default Gateway configuration.

Gateway:
010.010.123.001

{» select < change
Y accept x cancel

To change the Gateway entry, use the same procedure described in steps
a. and b. above, then press the " button to apply the new entry, and
continue.

The IP address is verified and a confirmation message displays if it is
configured correctly.

IP Address OK.
Setting new IP...

After five seconds, the Configuration menu displays again.

If any part of the address is misconfigured, an error message displays.

IP Address
misconfigured.

After five seconds the display returns to the point where the first
misconfiguration was detected.

Repeat the process for setting the IP address, Subnet Mask, and Gateway
until the address is verified.

2-13
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To set the server personality to Management or Enforcement Server
for Endpoint Integrity:

1. Press v to display the LCD menu.

When the menu displays, the Configuration option is selected.

>Configuration
-Ping Test
-Reboot /Shutdown

-

$ scroll v select

2. Press v to continue.

The Configuration menu appears with the Server Type option selected.

>Server Type
-IP Address-Port 1
-Ports Speed/Duplex

-

$ scroll ¢ select

3. Press v to continue.

The Server Type menu appears with the Combination Server option
selected. The current server type is indicated by an asterisk.

-Combination Server*
—Management Server
-Enforcement Server

-

¢ scroll ¢ select

4. Press the down button ¥ to select the Management Server or Enforce-
ment Server options.

Press the center v~ button to select the Server option

The LCD displays the server type selection, for example if you selected
Management Server:

Server Type:
Management Server
v apply changes
x cancel changes
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6. Press the center v' button to apply changes.

Setting Server Type

When the server type has been set the display returns to the top of the
Configuration menu.

-»Configuration
-Ping Test
-Reboot /Shutdown

-

* scroll v select

2-15
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Safety and EMC Regulatory Statements

Safety Information

Documentation reference symbol. If the productis marked with this
symbol, refer to the product documentation to get more information
about the product.

WARNING A WARNING in the manual denotes a hazard that can cause injury
or death.

CAUTION A CAUTION in the manual denotes a hazard that can damage
equipment.

Do not proceed beyond a WARNING or CAUTION notice until you
have understood the hazardous conditions and have taken appro-
priate steps.

Grounding

These are safety class I products and have protective earthing terminals. There
must be an uninterruptible safety earth ground from the main power source
to the product's input wiring terminals, power cord, or supplied power cord
set. Whenever it is likely that the protection has been impaired, disconnect
the power cord until the ground has been restored.

For LAN cable grounding:

m If your LAN covers an area served by more than one power distribu-
tion system, be sure their safety grounds are securely interconnected.

m  LAN cables may occasionally be subject to hazardous transient volt-
ages (such aslightning or disturbances in the electrical utilities power
grid). Handle exposed metal components of the network with caution.

Servicing

There are no user-serviceable parts inside these products. Any servicing,
adjustment, maintenance, or repair must be performed only by service-trained
personnel.

These products do not have a power switch; they are powered on when the
power cord is plugged in.

sjuawajlelsg
hioyeinbiay 93 pue hajes



Safety and EMC Regulatory

Statements

Safety and EMC Regulatory Statements
Informations concernant la sécurité

Informations concernant la sécurité

Symbole de référence a la documentation. Sile produit est marqué de
ce symbole, reportez-vous a ladocumentation du produit afin d'obtenir
des informations plus détaillées.

WARNING Dans la documentation, un WARNING indique un danger susceptible
d'entrainer des dommages corporels ou la mort.

CAUTION Un texte de mise en garde intitulé CAUTION indique un danger suscep-
tible de causer des dommages a I'équipement.

Ne continuez pas au-delad'une rubrique WARNING ou CAUTION avant
d'avoir bien compris les conditions présentant un danger et pris les
mesures appropriées.

Cet appareil est un produit de classe I et possede une borne de mise alaterre. La source
d'alimentation principale doit étre munie d'une prise de terre de sécurité installée aux
bornes du cablage d'entrée, sur le cordon d'alimentation ou le cordon de raccordement
fourni avec le produit. Lorsque cette protection semble avoir été endommagée,
débrancher le cordon d'alimentation jusqu'a ce que la mise a la terre ait été réparée.

Mise a la terre du cable de réseau local:

B sivotre réseau local s'étend sur une zone desservie par plus d'un systeme de
distribution de puissance, assurez-vous que les prises de terre de sécurité
soient convenablement interconnectées.

B Les cables de réseaux locaux peuvent occasionnellement étre soumis a des
surtensions transitoires dangereuses (telles que la foudre ou des perturba-
tions dans le réseau d'alimentation public). Manipulez les composants
métalliques du réseau avec précautions.

Aucune piece contenue al'intérieur de ce produit ne peut étre réparée par 1'utilisateur.
Tout dépannage, réglage, entretien ou réparation devra étre confié exclusivement a un
personnel qualifié.

Cet appareil ne comporte pas de commutateur principal ; la mise sous tension est
effectuée par branchement du cordon d'alimentation.
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Hinweise zur Sicherheit

Symbol fiir Dokumentationsverweis. Wenn das Produkt mit diesem
Symbol markiertist, schlagen Sie bitte in der Produktdokumentation
nach, um mehr Informationen {iber das Produkt zu erhalten.

WARNING Eine WARNING in der Dokumentation symbolisiert eine Gefahr, die
Verletzungen oder sogar Todesfélle verursachen kann.

CAUTION CAUTION in der Dokumentation symbolisiert eine Gefahr, die dis
Gerédt beschédigen kann.

Fahren Sie nach dem Hinweis WARNING oder CAUTION erst fort,
nachdem Sie den Gefahrenzustand verstanden und die entsprech-
enden MalBnahmen ergriffen haben.

Dies ist ein Gerit der Sicherheitsklasse I und verfiigt iiber einen schiitzenden Erdung-
sterminal. Der Betrieb des Gerits erfordert eine ununterbrochene Sicherheitserdung
von der Hauptstromquelle zu den Geriteingabeterminals, den Netzkabeln oder dem
mit Strom belieferten Netzkabelsatz voraus. Sobald Grund zur Annahme besteht, daf3
der Schutz beeintrichtigt worden ist, das Netzkabel aus der Wandsteckdose herausz-
iehen, bis die Erdung wiederhergestellt ist.

Fiir LAN-Kabelerdung:

m  Wenn Ihr LAN ein Gebiet umfafit, das von mehr als einem Stromverteilungs-
system beliefert wird, miissen Sie sich vergewissern, daf3 die
Sicherheitserdungen fest untereinander verbunden sind.

m  LAN-Kabel konnen gelegentlich gefahrlichen Ubergangsspannungen aus-
gesetzt werden (beispielsweise durch Blitz oder Storungen in dem
Starkstromnetz des Elektrizititswerks). Bei der Handhabung exponierter
Metallbestandteile des Netzwerkes Vorsicht walten lassen.

Dieses Gerit enthalt innen keine durch den Benutzer zu wartenden Teile. Wartungs-,
Anpassungs-, Instandhaltungs- oder Reparaturarbeiten diirfen nur von geschultem
Bedienungspersonal durchgefiihrt werden.

Dieses Gerit hat keinen Netzschalter; es wird beim Anschlief3en des Netzkabels
eingeschaltet.
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Considerazioni sulla sicurezza

Simbolo diriferimento alla documentazione. Se il prodotto é contras-
segnato da questo simbolo, fare riferimento alla documentazione sul
prodotto per ulteriori informazioni su di esso.

WARNING La dicitura WARNINGdenota un pericolo che pud causare lesioni o
morte.

CAUTION La dicituraCAUTION denota un pericolo che puo danneggiare le
attrezzature.

Non procedere oltre un avviso di WARNING o di CAUTIONprima di
aver compreso le condizioni dirischio e aver provveduto alle misure
del caso.

Questo prodotto € omologato nella classe di sicurezza I ed ha un terminale protettivo
di collegamento a terra. Dev'essere installato un collegamento a terra di sicurezza, non
interrompibile che vada dalla fonte d'alimentazione principale ai terminali d'entrata,
al cavo d'alimentazione oppure al set cavo d'alimentazione fornito con il prodotto.
Ogniqualvolta vi sia probabilita di danneggiamento della protezione, disinserite il cavo
d'alimentazione fino a quando il collegaento a terra non sia stato ripristinato.

Per la messa a terra dei cavi LAN:

m  selavostra LAN copre un'area servita da piu di un sistema di distribuzione
elettrica, accertatevi chei collegamenti a terra di sicurezza siano ben collegati
fra loro;

m icavi LAN possono occasionalmente andare soggetti a pericolose tensioni
transitorie (ad esempio, provocate da lampi o disturbi nella griglia d'alimen-
tazione della societa elettrica); siate cauti nel toccare parti esposte in metallo
della rete.

Nessun componente di questo prodotto puo essere riparato dall'utente. Qualsiasi
lavoro di riparazione, messa a punto, manutenzione o assistenza va effettuato esclusi-
vamente da personale specializzato.

Questo apparato non possiede un commutatore principale; si mette scotto tensione
all'inserirsi il cavo d'alimentazione.
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Consideraciones sobre seguridad

Simbolo de referencia a la documentacion. Si el producto va
marcado con este simbolo, consultar la documentacion del
producto a fin de obtener mayor informacién sobre el producto.

WARNING Una WARNING en la documentacion sefiala un riesgo que podria
resultar en lesiones o la muerte.

CAUTION Una CAUTION en la documentacion sefiala un riesgo que podria
resultar en averias al equipo.

No proseguirdespués de unsimbolo de WARNING o CAUTION hasta
no haber entendido las condiciones peligrosas y haber tomado las
medidas apropiadas.

Este aparato se enmarca dentro de la clase I de seguridad y se encuentra protegido por
una borna de puesta a tierra. Es preciso que exista una puesta a tierra continua desde
latoma de alimentacién eléctrica hasta las bornas de los cables de entrada del aparato,
el cable de alimentacion o el juego de cable de alimentacién suministrado. Si existe la
probabilidad de que la proteccion a tierra haya sufrido desperfectos, desenchufar el
cable de alimentacién hasta haberse subsanado el problema.

Puesta a tierra del cable de la red local (LAN):

m  Sila LAN abarca un area cuyo suministro eléctrico proviene de mas de una
red de distribucién de electricidad, cerciorarse de que las puestas a tierra
estén conectadas entre si de modo seguro.

m  Esposible que los cables de la LAN se vean sometidos de vez en cuando a
voltajes momentaneos que entrafien peligro (rayos o alteraciones en la red
de energia eléctrica). Manejar con precaucion los componentes de metal de
la LAN que estén al descubierto.

Este aparato no contiene pieza alguna susceptible de reparacion por parte del usuario.
Todas las reparaciones, ajustes o servicio de mantenimiento debe realizarlos sola-
mente el técnico.

Este producto no tiene interruptor de potencia; se activa cuando se enchufa el cable
de alimentacion.
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Safety Information (China)
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EMC Regulatory Statements

U.S.A.
FCC Class A

This equipment has been tested and found to comply with the limits for a Class
A digital device, pursuant to Part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against interference when the
equipment is operated in a commercial environment. This equipment gener-
ates, uses, and can radiate radio frequency energy and, if not installed and
used in accordance with the instruction manual, may cause interference to
radio communications. Operation of this equipment in a residential area may
cause interference in which case the user will be required to correct the
interference at his own expense.

Canada

This product complies with Class A Canadian EMC requirements.

Australia/New Zealand

This product complies with Australia/New Zealand EMC Class A
o requirements.

Japan

VCCI Class A

COEREL. FRLEREFEREEEIRMGES (VCC 1) OREE
[CEDKYUVFRAERBMEETY. CORELZRERRCTERT HEER
BEFSISEITIENHBYET, COGEICEERENET LR EET
BDEIBRENDIEAHYZFT,
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European Community

N DECLARATION OF CONFORMITY
ﬁ according to ISO/IEC 17050-1 and EN 17050-1
invent
DoC #: RSVLC-0603-2
Supplier's Name: Hewlett-Packard Company
Supplier's Address: 8000 Foothills Blvd. Roseville, CA 95747-5502 U.S.A

declares, that the product

Product Name and Model: ProCurve Network Access Controller Appliance - J9065A
Regulatory Model Number: " RSVLC-0603

Product Options: All

conforms to the following Product Specifications and Regulations:

EMC: Class A

EN 55022:1998 + A1:2000 + A2:2003
EN 55024:1998 + A1:2001 + A2:2003
EN 61000-3-2:2000 + A2:2005
EN 61000-3-3:1995 + A1:2001

Safety:

EN 60950-1:2001
IEC 60950-1:2001

This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This device

may not cause harmful interference, and (2) this device must accept any interference received, including interference that

may cause undesired operation.

The product herewith complies with the requirements of the Low Voltage Directive 2006/95/EC, the EMC Directive

89/336/EEC, and carries the CE-marking accordingly.

Additional Information:

1) This product is assigned a Regulatory Model Number which stays with the regulatory aspects of the design. The
Regulatory Model Number is the main product identifier in the regulatory documentation and test reports, this number
should not be confused with the marketing name or the product numbers.

March 15th, 2007 Mike Avery, Manager
ProCurve Networking Business

Local contact for regulatory topics only:
EMEA: Hewlett-Packard GmbH, HQ-TRE, Herrenberger Strasse 140, 71034 Boeblingen, Germany
U.S.: Hewlett —Packard, 3000 Hanover St., Palo Alto 94304, U.S.A. 650-857-1501
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Waste Electrical and Electronic
Equipment (WEEE) Statements

I :

Disposal of Waste Equipment by Users in Private Household in the European Union

This symbol on the product or on its packaging indicates that this product must not be disposed of with
your other household waste. Instead, it is your responsibility to dispose of your waste equipment by
handing it over to a designated collection point for the recycling of waste electrical and electronic
equipment. The separate collection and recycling of your waste equipment at the time of disposal will
help to conserve natural resources and ensure thatitis recycled in a manner that protects human health
and the environment. For more information about where you can drop off your waste equipment for
recycling, please contactyourlocal city office, your household waste disposal service or the shop where
you purchased the product.

I :

Likvidace zafizeni soukromymi domacimi uzivateli v Evropskeé unii

Tento symbol na produktu nebo baleni oznacuje vyrobek, ktery nesmi byt vyhozen spolu s ostatnim
domacim odpadem. Povinnosti uzivatele je pfedat takto oznaceny odpad na pfedem uréené sbérné
misto pro recyklaci elektrickych a elektronickych zafizeni. Okamzité tfidéni a recyklace odpadu
pomuze uchovat pfirodni prostredi a zajisti takovy zpUsob recyklace, ktery ochrani zdravi a Zivotni
prostfedi €lovéka. Dalsi informace o moznostech odevzdani odpadu k recyklaci ziskate na
prislusném obecnim nebo méstském ufadé, od firmy zabyvajici se sbérem a svozem odpadu nebo v
obchodé, kde jste produkt zakoupili.

I :

Bortskaffelse af affald fra husstande i den Europzeiske Union

Hvis produktet eller dets emballage er forsynet med dette symbol, angiver det, at produktet ikke ma
bortskaffes med andet almindeligt husholdningsaffald. | stedet er det dit ansvar at bortskaffe kasseret
udstyr ved at aflevere det pa den kommunale genbrugsstation, der forestar genvinding af kasseret
elektrisk og elektronisk udstyr. Den centrale modtagelse og genvinding af kasseret udstyr i forhindelse
med bortskaffelsen bidrager til bevarelse af naturlige ressourcer og sikrer, at udstyret genvindes pa en
made, der beskytter bdde mennesker og miljg. Yderligere oplysninger om, hvor du kan aflevere kasseret
udstyr til genvinding, kan du fa hos kommunen, den lokale genbrugsstation elleri den butik, hvor du kebte
produktet.

Seadmete jaatmete korvaldamine eramajapidamistes Euroopa Liidus

See tootel vdi selle pakendil olev siimbol naitab, et kdnealust toodet ei tohi koos teiste majapidamisjaét-
metega kdrvaldada. Teie kohus on oma seadmete jadtmed kdrvaldada, viies need elektri- ja elektrooni-
kaseadmete jadtmete ringlussevotmiseks selleks ettendhtud kogumispunkti. Seadmete jaatmete eraldi
kogumine ja ringlussevdtmine kdrvaldamise ajal aitab kaitsta loodusvarasid ning tagada, et ringlussev-
otmine toimub viisil, mis kaitseb inimeste tervist ning keskkonda. Lisateabe saamiseks selle kohta, kuhu
oma seadmete jadtmed ringlussevatmiseks viia, votke palun ihendust oma kohaliku linnakantselei,
majapidamisjdatmete kdrvaldamise teenistuse vdi kauplusega, kust Te toote ostsite.

B-1

sjuawaje)g ajokoay



Recycle Statements

Recycle Statements
Waste Electrical and Electronic Equipment (WEEE) Statements

Laitteiden havittiminen kotitalouksissa Euroopan unionin alueella

Jos tuotteessa tai sen pakkauksessa on tdma merkki, tuotetta ei saa havittda kotitalousjatteiden mukana.
Télldin havitettéva laite on toimitettava séhkolaitteiden ja elektronisten laitteiden kierrétyspisteeseen.
Havitettdvien laitteiden erillinen kasittely ja kierrdtys auttavat sddstdmaan luonnonvaroja ja
varmistamaan, ettd laite kierrdtetdan tavalla, joka estéa terveyshaitat ja suojelee luontoa. Lisatietoja
paikoista, joihin hévitettdvét laitteet voi toimittaa kierratettavéksi, saa ottamalla yhteyttéd jatehuoltoon tai
liikkeeseen, josta tuote on ostettu.

Elimination des appareils mis au rebut par les ménages dans I'Union européenne

Le symbole apposé sur ce produit ou sur son emballage indique que ce produit ne doit pas étre jeté avec
les déchets ménagers ordinaires. Il est de votre responsabilité de mettre au rebut vos appareils en les
déposantdansles centres de collecte publique désignés pourle recyclage des équipements électriques
et électroniques. La collecte et le recyclage de vos appareils mis au rebut indépendamment du reste
des déchets contribue a la préservation des ressources naturelles et garantit que ces appareils seront
recyclés dans le respect de la santé humaine et de I'environnement. Pour obtenir plus d'informations
sur les centres de collecte et de recyclage des appareils mis au rebut, veuillez contacter les autorités
locales de votre région, les services de collecte des ordures ménageres ou le magasin dans lequel vous
avez acheté ce produit.

Entsorgung von Altgeréten aus privaten Haushalten in der EU

Das Symbol auf dem Produkt oder seiner Verpackung weist darauf hin, dass das Produkt nicht iber den
normalen Hausmiill entsorgt werden darf. Benutzer sind verpflichtet, die Altgerate an einer Riicknah-
mestelle fiir Elektro- und Elektronik-Altgerate abzugeben. Die getrennte Sammlung und ordnungs-
geméle Entsorgung lhrer Altgerate tragt zur Erhaltung der natiirlichen Ressourcen bei und garantiert
eine Wiederverwertung, die die Gesundheit des Menschen und die Umwelt schiitzt. Informationen dazu,
wo Sie Riicknahmestellen fiir Ihre Altgeréte finden, erhalten Sie bei Ihrer Stadtverwaltung, den drtlichen
Miillentsorgungsbetrieben oder im Geschéft, in dem Sie das Gerét erworben haben

Atroppiyn dxpnoTou e§oTAICHOU aTrd XPAOTEG O€ IBIWTIKA VOIKOKUPId oTnv Eupwiraikn
‘Evwon

To oUuBoAo auTd oTo TTPOIGV 1} TN CUCKEUACIa TOU UTTOBEIKVUEI OTI TO GUYKEKPIUEVO TTPOIOV eV
mpémel va S1aTiBeTal padi ye Ta GAAa oikiakd oag atroppippata. Avtifeta, gival 81k oag eubuvn va
ATTOPPIYETE TOV AXPNOTO €EOTTAICUS Gag TTapadidovTdag Tov o€ KABOPITPEVO ONUEI0 GUAAOYNAG yia TRV
avakUKAwaon axpnoTou NAEKTPIKOU Kal NAEKTPOVIKOU €EOTTAICUOU. H EexwpioTh auAAoyr) Kal
avakUkAwan Tou dypnoTou eE0TTAICUOU Gag KaTtd TNV atmoppiwn Ba cupBdAel otn diaTrpnon Twv
QUOIKWYV TTOpWV Kal Ba diac@alioel 6T N avakUKAwaon yiveTal ue TPOTTO TTOU TTPOCTATEUEI TV
avBpwTTivn uyeia kai To TePIBAAAov. MNa TTEPICTOTEPEG TTANPOPOPIEG OXETIKA UE TO TTOU UTTOPEITE VA
TTAPABWOETE TOV AXPNOTO COTTAICUG GAG VIO AVOKUKAWGT, ETTIKOIVWVHOTE PE TO ApUOBIO TOTTIKO
YPOQEio, TNV TOTTIKA UTTNPECia SIGBE0NG OIKIAKWY ATTOPPINPATWY i To KaTdaTnua 61Tou ayopdoare To
TTPOIOV.

Késziilékek maganhaztartasban torténo selejtezése az Eurépai Unié teriiletén

A készuléken, illetve a készlilék csomagolasan lathatd azonos szimbolum annak jelzésére szolgal,
hogy a készllék a selejtezés soran az egyéb haztartasi hulladéktol eltéréd modon kezelendd. A
vasarld a hulladékka valt késziléket koteles a kijelolt gydjtéhelyre szallitani az elektromos és
elektronikai készllékek Ujrahasznositasa céljabdl. A hulladékka valt készulékek selejtezéskori
begyljtése és Ujrahasznositasa hozzajarul a természeti eréforrasok megérzéséhez, valamint
biztositja a selejtezett termékek kdrnyezetre és emberi egészségre nézve biztonsagos feldolgozasat.
A begyiijtés pontos helyérdl bévebb tajékoztatast a lakhelye szerint illetékes 6nkormanyzattol, az
illetékes szemételtakarité vallalattdl, illetve a terméket elarusité helyen kaphat.
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Smaltimento delle apparecchiature da parte di privati nel territorio dell'Unione Europea

Questo simbolo presente sul prodotto o sulla sua confezione indica che il prodotto non puo essere
smaltito insieme ai rifiuti domestici. E responsabilita dell'utente smaltire le apparecchiature consegnan-
dole presso un punto di raccolta designato al riciclo e allo smaltimento di apparecchiature elettriche ed
elettroniche. La raccolta differenziata e il corretto riciclo delle apparecchiature da smaltire permette di
proteggere la salute degli individui e I'ecosistema. Per ulteriori informazioni relative ai punti di raccolta
delle apparecchiature, contattare I'ente locale per lo smaltimento dei rifiuti, oppure il negozio presso il
quale é stato acquistato il prodotto.

Nolietotu iekartu iznicinasanas noteikumi lietotajiem Eiropas Savienibas privatajas
majsaimniecibas

Sads simbols uz izstradajuma vai uz ta iesainojuma norada, ka $o izstradajumu nedrikst izmest kopa ar
citiem sadzives atkritumiem. Jas atbildat par to, lai nolietotas iekartas tiktu nodotas speciali iekartotos
punktos, kas paredzéti izmantoto elektrisko un elektronisko iekartu savaksanai otrreizéjai parstradei.
Atseviska nolietoto iekartu savak$ana un otrreiz€ja parstrade palidzés saglabat dabas resursus un
garantés, ka $Ts iekartas tiks otrreizéji parstradatas tada veida, lai pasargatu vidi un cilvéku veselibu.
Lai uzzinatu, kur nolietotas iekartas var izmest otrreizéjai parstradei, javérSas savas dzives vietas
pasvaldiba, sadzives atkritumu savakSanas dienesta vai veikala, kura izstradajums tika nopirkts.

Vartotojy i$ privaciy namy ukiy jrangos atlieky Salinimas Europos Sajungoje

Sis simbolis ant gaminio arba jo pakuotés rodo, kad $io gaminio $alinti kartu su kitomis namuy, kio
atliekomis negalima. Salintinas jrangos atliekas privalote pristatyti | specialig surinkimo vieta elektros ir
elektroninés jrangos atliekoms perdirbti. Atskirai surenkamos ir perdirbamos Salintinos jrangos atliekos
padés saugoti gamtinius isteklius ir uztikrinti, kad jos bus perdirbtos tokiu badu, kuris nekenkia Zmoniy
sveikatai ir aplinkai. Jeigu norite suzZinoti daugiau apie tai, kur galima pristatyti perdirbtinas jrangos
atliekas, kreipkités | savo senitnijg, namy tkio atlieky Salinimo tarnybg arba parduotuve, kurioje
isigijote gaminj.

Verwijdering van afgedankte apparatuur door privé-gebruikers in de Europese Unie

Dit symbool op het product of de verpakking geeft aan dat dit product niet mag worden gedeponeerd bij
het normale huishoudelijke afval. U bent zelf verantwoordelijk voor het inleveren van uw afgedankte
apparatuur bij een inzamelingspuntvoor hetrecyclen van oude elektrische en elektronische apparatuur.
Door uw oude apparatuur apart aan te bieden en te recyclen, kunnen natuurlijke bronnen worden
behouden en kan het materiaal worden hergebruikt op een manier waarmee de volksgezondheid en het
milieu worden beschermd. Neem contact op met uw gemeente, het afvalinzamelingsbedrijf of de winkel
waar u het product hebt gekocht voor meer informatie over inzamelingspunten waar u oude apparatuur
kunt aanbieden voor recycling.

Pozbywanie sie zuzytego sprzetu przez uzytkownikéw w prywatnych gospodarstwach
domowych w Unii Europejskiej

Ten symbol na produkcie lub jego opakowaniu oznacza, ze produktu nie wolno wyrzuca¢ do zwyktych
pojemnikéw na $mieci. Obowigzkiem uzytkownika jest przekazanie zuzytego sprzetu do
wyznaczonego punktu zbiorki w celu recyklingu odpadow powstatych ze sprzetu elektrycznego i
elektronicznego. Osobna zbidrka oraz recykling zuzytego sprzetu pomogg w ochronie zasobow
naturalnych i zapewnig ponowne wprowadzenie go do obiegu w sposéb chronigcy zdrowie czlowieka
i sSrodowisko. Aby uzyska¢ wiecej informacji o tym, gdzie mozna przekazac¢ zuzyty sprzet do
recyklingu, nalezy sie skontaktowaé z urzedem miasta, zaktadem gospodarki odpadami lub sklepem,
w ktérym zakupiono produkt.
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Recycle Statements

Recycle Statements
Waste Electrical and Electronic Equipment (WEEE) Statements

Descarte de Lixo Elétrico na Comunidade Européia

Este simbolo encontrado no produto ou na embalagem indica que o produto ndo deve ser descartado
no lixo doméstico comum. E responsabilidade do cliente descartar o material usado (lixo elétrico),
encaminhando-o para um ponto de coleta para reciclagem. A coleta e a reciclagem seletivas desse
tipo de lixo ajudardo a conservar as reservas naturais; sendo assim, a reciclagem sera feita de uma
forma segura, protegendo o ambiente e a salide das pessoas. Para obter mais informagdes sobre locais
quereciclam esse tipo de material, entre em contato com o escritdrio da HP em sua cidade, com o servigo
de coleta de lixo ou com a loja em que o produto foi adquirido.

Likvidacia vyradenych zariadeni v domacnostiach v Eurépskej tnii

Symbol na vyrobku alebo jeho baleni oznacuje, Ze dany vyrobok sa nesmie likvidovat' s domovym
odpadom. Povinnostou spotrebitela je odovzdat vyradené zariadenie v zbernom mieste, ktoré je
ur€ené na recyklaciu vyradenych elektrickych a elektronickych zariadeni. Separovany zber a
recyklacia vyradenych zariadeni prispieva k ochrane prirodnych zdrojov a zabezpecuje, Ze recyklacia
sa vykonava spdsobom chraniacim ludské zdravie a zivotné prostredie. Informacie o zbernych
miestach na recyklaciu vyradenych zariadeni vam poskytne miestne zastupitelstvo, spolo¢nost
zabezpecujuca odvoz domového odpadu alebo obchod, v ktorom ste si vyrobok zakupili.

Odstranjevanje odsluzene opreme uporabnikov v zasebnih gospodinjstvih v Evropski uniji

Ta znak na izdelku ali njegovi embalaZi pomeni, da izdelka ne smete odvreci med gospodinjske
odpadke. Nasprotno, odsluzeno opremo morate predati na zbiraliS¢e, pooblas€eno za recikliranje
odsluzene elektriCne in elektronske opreme. Lo€eno zbiranje in recikliranje odsluzene opreme
prispeva k ohranjanju naravnih virov in zagotavlja recikliranje te opreme na zdravju in okolju neskodljiv
nacin. Za podrobnejSe informacije o tem, kam lahko odpeljete odsluzeno opremo na recikliranje, se
obrnite na pristojni organ, komunalno sluzbo ali trgovino, kjer ste izdelek kupili.

Eliminacion de residuos de equipos eléctricos y electronicos por parte de usuarios particulares en la
Union Europea

Este simbolo en el producto o en su envase indica que no debe eliminarse junto con los desperdicios
generales de la casa. Es responsabilidad del usuario eliminar los residuos de este tipo depositandolos
en un "punto limpio" para el reciclado de residuos eléctricos y electronicos. Larecogiday el reciclado
selectivos de los residuos de aparatos eléctricos en el momento de su eliminacion contribuira a
conservar los recursos naturales y a garantizar el reciclado de estos residuos de forma que se proteja
el medio ambiente y la salud. Para obtener mas informacion sobre los puntos de recogida de residuos
eléctricos y electronicos para reciclado, péngase en contacto con su ayuntamiento, con el servicio de
eliminacion de residuos domésticos o con el establecimiento en el que adquiri6 el producto.

Bortskaffande av avfallsprodukter fran anvandare i privathushall inom Europeiska Unionen

Om den har symbolen visas pa produkten eller férpackningen betyder det att produkten inte far
slangas pa samma stalle som hushallssopor. | stallet &r det ditt ansvar att bortskaffa avfallet genom att
Overlamna det till ett uppsamlingsstalle avsett for atervinning av avfall fran elektriska och elektroniska
produkter. Separat insamling och atervinning av avfallet hjalper till att spara pa vara naturresurser och
gor att avfallet atervinns pa ett satt som skyddar manniskors halsa och miljon. Kontakta ditt lokala
kommunkontor, din ndrmsta atervinningsstation for hushallsavfall eller affaren dar du kdpte produkten
for att fa mer information om var du kan Iamna ditt avfall fér atervinning.
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